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Background

• Principal	Security	Consultant	@	Aura	Info	Sec
• Pentesting for	living
• @libnex
• Found	some	PHP	bugs…



Bugs bug bounty
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Fuzzing Interpreters

Build	From	Scratch Off-The-Shelf	
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Writing a Custom Fuzzer from Scratch

• Custom	Strategies
• Find	Uniq Bugs

Pros

Cons

• Time	+	Effort
• Portability	to	other	languages



Off The Shelf
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• Speed
• Power	of	the	Open	Source	Community

Pros

Cons

• Less	customization
• Competition	....lots	of	them
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Fuzzing Interpreters

Build	From	Scratch Off-The-Shelf	

VS
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Attack	Plan Fuzzing Triage RCA
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Battle Plan
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What are we fuzzing?

• Attack	Surface	Area

Parser
Runtime

Unserialize Files	Parser

Zend	Engine
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BattlePlan : Attacking Files Parsers

• Examples:	Zip,	Images,	Phar,	PYZ
• Take	the	road	less	travelled
• Patch-out	Checksum	verification

ZIP	Processor

Validate
Checksum

Process
ZIP
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BattlePlan: Fuzzing Corpus

Mutator Fuzzer

1234
5678

3162
5551
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BattlePlan: Fuzzing Corpus

• More	Unique	=>	Better	chance	of	finding	a	crash
• Exercises	as	many	code	path	as	possible
• Harness	Regression	Test	cases:

• Test	edge	cases
• Don’t	forget	test	cases	from	sister	projects



Fuzzing
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Choosing	a	Fuzzer
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Choosing a Fuzzer

• 101	Fuzzers out	there
• Things	to	consider:

• Speed
• Popularity
• Easy	of	use
• Constrains:	Source	code?	
• Buzz	words:	Evolutionary	Fuzzing,	In-memory	

fuzzing
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Fuzzing: American Fuzzy Lop (AFL)

• Gold	Standard
• EVERYONE	is	using	this	L
• Feedback	driven
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Feedback Driven/Evolutionary/Genetic Fuzzing

1234
5678
ABCD

1X34
5678
ABCD

1234
5618
ABCD

1X34
5678
AZCD

1X34
5670
ABCD

1X34
5678
0BCD

1X34
5678
AB#D
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Radamsa

• General	Purpose	Fuzzer
• Language/Data	agnostic
• Semi-Smart
• Extremely	easy	to	use
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Other Fuzzers

• honggfuzz
• Choronzon
• zzuf
• So	many	many	more..

Different	Fuzzers will	find	different	bugs
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Fuzzing: Getting better Mileage

• Address	Sanitizer	(aka	ASAN):
• Compile	into	your	interpreter
• Memory	error	detector
• Minimal	overhead
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So	you	have	found	some	crashes…..
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Triage

• Purpose
• Grouping	of	similar	crashes
• Prioritize	your	crashes
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Triage
• Comes	free	with	Address	Sanitizer

Stack	
Trace

Visual
Mem-map
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Triage: Exploitability

• !exploitable
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Triage: Test case minization

• Fuzzdiff,	Afl-min	etc
• Find	the	minimal	changes	that	causes	the	crash

1234
5678
ABCD

Original	File

1X3X
XX78
AXCX

Mutated	File

Minization
1234
5X78
ABCX

Minized File



Root Cause Analysis
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Root Cause Analysis

• Trying	the	find	the	answers:
• What	is	causing	the	Crash
• Is	it	exploitable

• Very	tedious	and	time	consuming
• Remember	you	are	competing	on	speed..
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Root Cause Analysis

• I	spend	a	lot	of	time	in	GDB
• PEDA*	is	your	friend

*Python Exploit Development Assistance
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Registers

ASM

Stack
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Root Cause Analysis
• Really?	GDB??	pffft..	*scorn*

Voltron



Reverse Debugging
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The	art	of
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Root Cause Analysis: Reverse Debugging

• Debugging	tends	to	be	very	linear
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Root Cause Analysis: Reverse Debugging

• Record command	in	GDB
• Provides:

• Reverse	Step
• Reverse	Next
• Reverse	Continue

• Revert	to	deterministic	Memory	State



Lets
Make
Fuzzing Great 
Again
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@libnex


